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An array of nonfinancial risks, including technology, 
geopolitical, climate, and culture risk, are interacting in 
complex ways that challenge organizations’ risk 
management frameworks and demand new approaches to 
risk assessment.  

On October 10, 2023, the Ethics, Culture, and Compliance 
Network (ECCN) gathered virtually for a discussion on 
enhancing risk management oversight—identifying 
pressing risks that have emerged at the top of board 
agendas, mechanisms for assessing culture risk, and tools 
and processes for anticipating new risks.  

 

 

 

 

 

 

For a list of meeting participants, see Appendix 1 (page 6). 

This Summary of Themes 
highlights the challenges of 
navigating the current risk 
landscape: 

 

Facing an evolving risk 
landscape 

Assessing and addressing 
culture risks 

Managing an expanding 
range of risks  
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  Facing an evolving risk landscape 
The expanding range and magnitude of risks, as well as the pace of change and the complex 
interactions among risks, are making it more difficult for companies and boards to anticipate, 
assess, and mitigate crucial risks. Participants discussed a range of pressing issues that have 
emerged on their risk registers: 

• Geopolitical tensions. Doing business in foreign markets has always come with risks, but 
rising geopolitical tensions are heightening these concerns. Many companies are navigating 
the increased complexity of supply-chain risks induced primarily by the COVID-19 
pandemic and heighted by geopolitical conflicts. Geopolitical tensions also limit or restrict 
firms’ ability to access certain markets. One director said, “We used to sell products into 
Russia; we sell none now. So that shows how quickly things can change from what you 
expected.” National security concerns have also intruded into international business 
operations. One participant noted that the US Department of Justice has indicated that 
“national security is now a paramount concern when there’s a violation of sanctions or 
export controls. They are clearly signaling that compliance in that area is a top priority and 
any failures will be viewed as something that could compromise national security, which I 
think really ups the stakes for companies.” Relatedly, many companies, particularly in the 
tech sector, face heighted risk to their intellectual property (IP), with geopolitical 
implications: “IP loss is a very big issue as it relates to the geopolitical climate that we have 
today. This is not just a cybersecurity issue but also a physical issue. The loss of IP to folks 
with purposes that may be counter to the United States is a real risk for these companies,” 
one director said. 

• Increasing polarization and political uncertainty. One director said, “We have a more 
uncertain environment in the US than we’ve ever had, both from a political and legislative 
standpoint, and this has implications for companies, especially in regulated industries.” 
Polarization is heightening fear of reputational risk related to politically charged issues. One 
director stated, “I think the risk there is that the visibility that environmental and social 
issues have gotten over the last few years has given everyone pause in how corporations 
engage.” A volatile political climate has increased concerns about physical risks to both 
facilities and employees. One director said, “We’ve had potential physical threats to our 
reporters, and we have had to think about what to do to protect our people going into the 
next election cycle.” 

• A difficult talent landscape. Challenges in recruiting and retaining key people are raising 
many operational risk concerns, and a tight labor market is compounding those concerns in 
some sectors. One director said, “The balance of power has shifted to the labor side, 
especially if you have organized unions,” which is pushing up labor costs. One participant 
noted that firms that depend heavily on engineering talent face stiff competition for those 
workers from deep-pocketed tech companies. Some industries face additional concerns. 
For example, noting the serious mental health issues experienced by healthcare workers, 
one director said, “People don’t want to do the work anymore, and it’s hard to get people.  
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We have to ask, Are we thinking about what people experience every day and what they 
deal with in going to work?” 

Assessing and addressing culture risks 
Corporate culture is an important source of risk, and participants acknowledged that the 
challenge of managing that risk lies in the changing and ambiguous nature of culture, which 
can be difficult to define or analyze. Participants highlighted several aspects of and tools for 
assessing and mitigating culture risk: 

• Identifying a culture of ethics and integrity. One participant said, “If you notice ethics 
and integrity aren’t a value, that’s a red flag; values help define the culture of an 
organization. But beyond just seeing that integrity or ethics are values of the organization, 
you need to look deeper than that and make sure that for a company that truly has a culture 
of ethics and integrity, how do they measure that?” One indicator could be how clearly 
management emphasizes ethics and integrity in front of the entire organization. “Check the 
CEO scripts and see how often it’s brought up,” said a director.  

• Addressing lack of visibility into culture. One director asked, “Are we sure that we’re 
seeing the reality of culture versus what folks want us to see?” While participants agreed on 
the challenge of gaining visibility into culture, one director suggested, “I don’t think the 
boardroom is ever divorced from what’s going on in the broader culture. I think sometimes 
we’re just not listening in the boardroom. One thing every director can do to test culture is 
get confirmation that the company has a speak-up culture, that people are comfortable 
raising their hands.” Members discussed the need to assess methods for reporting, like an 
ombudsman, hotline, and employee surveys—especially the transparency of those tools. 
Anonymous reports to hotlines can signal that people are afraid to raise issues, for 
example, and some surveys generate more useful insights than others. One director said, 
“If you get a thorough explanation of things that come out of the survey, that can give you 
an indicator if there’s a weakness in certain areas.” 

• Acting on culture commitments. One director said, “A lot of culture risk is having 
committed to something but not being ready for what it means to make that commitment.” 
Members discussed how, for example, a culture commitment like focusing on diverse talent 
recruitment and retention must include a plan for how to integrate and support diverse talent 
in the workplace. “If you’re not ready to handle those things, then you’re not ready to make 
the commitment,” one said. 

Managing an expanding range of risks 
One director said, “The pace and the velocity of change as well as the magnitude of the risks 
are overwhelming for boards.” Participants suggested a range of approaches for boards and 
leadership teams to effectively manage and mitigate the evolving range of risks they are 
confronting:  

• Prioritizing and categorizing risks. One executive noted that “boards are facing an 
absolute influx of risks on top of risks and should press on management to explain how best  
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to think about that in a hierarchical way.” Given the large number of potential risks, boards 
and management teams need a way to prioritize the most important ones. One director 
described a risk assessment process that “would identify 500 risk scenarios that could 
come into play. You can’t manage 500 risk scenarios at the senior level, so what they 
typically do is to narrow that down to the top 10 or the top 20, and then those are the ones 
that are focused on mostly in the board room and at the senior-officer level.” One executive 
identified a process for prioritizing risk: “We’d take 100 identified risks and vote on them as 
a management team based upon three different parameters: the impact, potential impact 
and likelihood of that risk materializing, and how that risk is currently being managed in the 
company.” This enabled the board and senior leadership team to focus on the most 
important risks: “The board would have awareness of others beyond the top risks, but 
board-level discussions would be focused on those top risks.” Another participant stated, 
“We have a collaborative process where risk is owned collectively by the chief compliance 
officer, the head of internal audit, and the chief risk officer. All interviews are conducted 
collaboratively where everybody hears the same information that each control function can 
use to determine how their program needs to change based upon the risk assessment.” 

• Assigning risk ownership and accountability. Participants agreed that a key aspect of 
effective risk oversight is to assign ownership of risk that establishes clear expectations of 
roles for both management and the board. One executive noted that the top risks emerging 
from the risk assessment process are individually assigned to members of the management 
team, who report back to the senior leadership team and the board. Ownership and 
collaboration at the board level are also crucial. One director said, “One of the things we’re 
working on with our risk committees and working groups is a risk assessment charter, which 
is about role clarity, and I think it will support our leaders in understanding decisions that 
they weigh in on.” Participants discussed the benefit of committee collaboration in getting 
updates on risk to the full board. Another director said, “I’ve been on committees where we 
end up holding joint meetings because there’s enough overlap of the risks being managed 
where we can collaborate.”  

• Assessing risk appetite. An effective risk management process requires an assessment 
of risk appetite and alignment with the company’s strategic objectives. One director said, 
“It’s important that you bring risk appetite to a level of consciousness when discussing risk.” 
Determining risk appetite can effectively inform how boards prioritize risk. “Risk appetite is 
either controlled within the appetite or above the appetite. Of the many risk scenarios, about 
5% come out above the appetite, and that gives you one assessment of the priority,” said 
one director.  

To meet the challenge of navigating the current risk landscape, boards and management 
teams are seeking new approaches to anticipating future risks in a volatile environment. One 
director said, “I’m seeing a more future-looking direction at risk across the board, which is a 
shift from where we reported out against the risks before. We’re asking, What do we see on 
the horizon, and what are we doing about it?” Members discussed the difficulty of building risk 
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assessment mechanisms and processes that identify and mitigate future risks before they 
escalate into crises. One director said, “We should be better at seeing the things that don’t 
fully exist. It’s way easier, cheaper, and quicker to deal with when we see it coming.” This can 
require a shift in mindset from leaders. “I think it’s really important to do horizon scanning and 
ensure the board and management aren’t staying narrowly boxed into the more obvious risks. 
And we need to widen the lens on how we’re thinking—even about risks that we are aware of 
that might have unanticipated implications,” one director said.  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

This document reflects the network’s use of a modified version of the Chatham House Rule whereby names of network 
participants and their corporate or institutional affiliations are a matter of public record, but comments are not attributed to 
individuals, corporations, or institutions. Network participants’ comments appear in italics  

The perspectives presented in this document are the sole responsibility of Tapestry Networks and do not necessarily reflect the 
views of network members or participants, their affiliated organizations, or LRN. Please consult your counselors for specific 
advice. This material is prepared and copyrighted by Tapestry Networks with all rights reserved. It may be reproduced and 
redistributed, but only in its entirety, including all copyright and trademark legends. Tapestry Networks and the associated logos 
are trademarks of Tapestry Networks, Inc. and LRN and the associated logos are trademarks of LRN. 
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